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Introduction
One of the things I do in life is work as a Cisco Certified System Instructor (CCSI) and after
teaching CCNP for a few years I’ve learned which topics people find difficult to understand.
This is the reason I created http://gns3vault.com where I offer free Cisco labs and videos to
help people learn networking. The problem with networking is that you need to know what
you are doing before you can configure anything. Even if you have all the commands you
still need to understand what and why you are typing these commands. I created this book
to give you a compact guide which will provide you the answer to what and why to help you
master the CCNP exam.
CCNP is one of the well-known certifications you can get in the world of IT. Cisco is the
largest supplier of networking equipment but also famous for its CCNA, CCNP and CCIE
certifications. Whether you are new to networking or already in the field for some time,
getting a certification is the best way to prove your knowledge on paper! Having said that, I
also love routing & switching because it’s one of those fields in IT that doesn’t change
much…some of the protocols you are about to learn are 10 or 20 years old and still alive
and kicking!
I have tried to put all the important keywords in bold. If you see a term or concept in
bold it’s something you should remember / write down and make sure you understand it
since its core knowledge for your CCNP!
One last thing before we get started. When I’m teaching I always advise students to create
mindmaps instead of notes. Notes are just lists with random information while mindmaps
show the relationship between the different items. If you are reading this book on your
computer I highly suggest you download “Xmind” which you can get for free here:
http://www.xmind.net/
If you are new to mindmapping, check out “Appendix A – How to create mindmaps” at the
end of this book where I show you how I do it.
Enjoy reading my book and good luck getting your CCNP certification!

P.S. If you have any questions or comments about this book, please let me know:
E-mail:
Website:
Facebook:
Twitter:
Youtube:

info@gns3vault.com
gns3vault.com
facebook.com/gns3vault
twitter.com/gns3vault
youtube.com/gns3vault
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1. Network Maintenance and Troubleshooting methods
In this first chapter we will first look at some maintenance methods for networks. There are
different models that will help you to maintain your networks and make your life easier. In
the second part of this chapter we will look at some theoretical models that will help you
with troubleshooting.
If you want to jump right into the technical action and start troubleshooting you might want
to skip this chapter for now and get back to it later. However, on your CCNP TSHOOT exam
you might encounter a couple of questions regarding network maintenance models and
troubleshooting techniques so I do recommend you to read this chapter sometime.
Having said that, let's start talking about network maintenance! Network maintenance
basically means you have to do what it takes in order to keep a network up and running and
it includes a number of tasks:









Troubleshooting network problems.
Hardware and software installation/configuration.
Monitoring and improving network performance.
Planning for future network growth.
Creating network documentation and keeping it up-to-date.
Ensuring compliance with company policies.
Ensuring compliance with legal regulations.
Securing the network against all kind of threats.

Of course this list could be different for each network you work on and perhaps you are only
responsible for a number of these tasks. All these tasks can be performed in the following
way:
1. Structured tasks.
2. Interrupt-driven tasks.
Structured means you have a pre-defined plan for network maintenance that will make
sure that problems are solved before they occur. As a network engineer this will also make
your life a whole lot easier. Interrupt-driven means you just wait for trouble to occur and
then fix it as fast as you can. Interrupt-driven is more like the “fireman” approach...you wait
for trouble to happen and then you try to fix the problem as fast as you can. A structured
approach where you have a network maintenance strategy and plan reduces downtime and
it's more cost effective.
Of course you can never completely get rid of interrupt-driven tasks because sometimes
things “just go wrong” but with a good plan we can reduce the number of interrupt-driven
tasks for sure.
You don't have to think of a complete network maintenance model yourself; there are a
number of well-known network maintenance models that we use. It's best to use one of the
models that is best suited for your organization and adjustments if needed.
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Here are some of the well-known network maintenance models:


FCAPS:
o Fault management.
o Configuration management.
o Accounting management.
o Performance management.
o Security management.

The FCAPS network maintenance model was created by the ISO (International Organization
of Standardization).





ITIL: IT Infrastructure Library is a set of practices for IT services management that
focuses on aligning IT services with the needs of business.
TMN: Telecomunications Management Network is another maintenance model that
was created by the ITU-T (Telecommunications Standartization Sector) and is a
variation of the FCAPS model. TMN targets management of telecommunications
networks.
Cisco Lifecycle Services: Of course Cisco has it's own network maintenance model
which defines the different phases in the life of a Cisco network:
o Prepare
o Plan
o Design
o Implement
o Operate
o Optimize

If you decide to study CCDA (Cisco Certified Design Associate) you will learn a lot about the
Cisco lifecycle which is also known as PPDIOO (Prepare, Plan, Design, Implement, Operate
and Optimize).
Choosing which network maintenance model you will use depends on your network and the
business. You can also use them as a template to create your own network maintenance
model.
To give you an idea what a network maintenance model is about and what it looks like,
here's an example for FCAPS:







Fault management: we will configure our network devices (routers, switches,
firewalls, servers, etc.) to capture logging messages and send them to an external
server. Whenever an interface goes down or the CPU goes above 80% we want to
receive an e-mail so we can see what is going on.
Configuration management: Any changes made to the network have to be logged.
We will use a change management so relevant personnel will be notified of planned
network changes. Changes to network devices have to be reported and
acknowledged before they are implemented.
Accounting management: We will charge (guest) users for usage of the wireless
network so they'll pay for each 100MB of data or something. It's also commonly used
to charge people for long distance VoIP calls.
Performance management: Network performance will be monitored on all LAN and
WAN links so we know when things go wrong. QoS (Quality of Service) will be
configured on the appropiate interfaces.
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Security management: We will create a security policy and implement it by using
firewalls, VPNs, intrusion prevention systems and use AAA (Authorization,
Authentication and Accounting) servers to validate user credentials. Network
breaches have to be logged and a appropiate response has to be made.

You can see FCAPS is not just a “theoretical” method but it truly describes “what”, “how”
and “when” we will do things.
Whatever network maintenance model you decide to use, there are always a number of
routine maintenance tasks that should have listed procedures, here are a couple of
examples:








Configuration changes: Business are never static but they change all the time.
Sometimes you need to make changes to the network to allow access for guest
users, normal users might move from one office to another so you'll have to make
changes to the network to facilitate this.
Replacement of hardware: Older hardware has to be replaced with more modern
equipment and it's also possible that production hardware fails so we'll have to
replace it immediately.
Backups: If we want to recover from network problems such as failing switches or
routers then we need to make sure we have recent backups of configurations.
Normally you will use scheduled backups so you will save the running-configuration
each day, week, month or whatever you like.
Software updates: We need to keep our network devices and operating systems
up-to-date. Bugs are fixed but also to make sure we don't have devices that are
running older software that has security vulnerabilities.
Monitoring: We need to collect and understand traffic statistics and bandwidth
utilization so we can spot (future) network problems but also so we can plan for
future network growth.

Normally you will create a list with the tasks that have to be done for your network. These
tasks can be assigned a certain priority. If a certain access layer switch fails then you will
likely want to replace it as fast as you can but a failed distribution or core layer device will
have a much higher priority since it impacts more users of the network. Other tasks like
backups and software updates can be scheduled. You will probably want to install software
updates outside of business operating hours and backups can be scheduled to perform each
day after midnight or something. The advantage of scheduling certain tasks is that network
engineers will less likely forget to do them.
Making changes to your network will sometimes impact productivity of users who rely on
the network availability. Some changes will have a huge impact, changes to firewalls or
access-list rules might impact more users then you'd wish for. For example you might want
to install a new firewall and planned for a certain result. Accidentally you forgot about a
certain application that uses random port numbers and you end up troubleshooting this
issue. Meanwhile some users are not able to use this application (and shouting at you while
you try to fix it...;).
Larger companies might have more than 1 IT department and each department is
responsible for different network services. If you plan to replace a certain router tommorow
at 2AM then you might want to warn the “Microsoft Windows” guys department because
their servers will be unreachable. You can use change management for this. When you plan
to make a certain change to the network then other departments will be informed and they
can object if there is a conflict with their planning.
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When you want to implement change management you might want to think about the
following:









Who will be responsible for authorizing changes to the network?
Which tasks will be performed during scheduled maintenance windows?
What procedures have to be followed before making a change? (for example: doing
a “copy run start” before making changes to a switch).
How will you measure the success or failure of network changes? (for example: if
you plan to change a number of IP addresses you will plan the time required to
make this change. If it takes 5 minutes to reconfigure the IP addresses and you end
up troubleshooting 2 hours because something else is not working you might want
to “rollback” to the previous configuration. How much time do you allow for
troubleshooting? 5 minutes? 10 minutes? 1 hour?
How, when and who will add the network change to the network documentation?
How will you create a rollback plan so you can restore a configuration to the
previous configuration in case of unexpected problems?
What circumstances will allow change management policies to be overruled?

Another task we have to do is to create and update our network documentation. Whenever
a new network is designed and created it should be documented.
The more challenging part is to keep it up-to-date in the future. There are a number of
items that you should find in any network documentation:








Physical topology diagram: This should show all the network devices and how they
are physically connected to each other.
Logical topology diagram: This should show how everything is connected to each
other. Protocols that are used, VLAN information etc.
Interconnections: It's useful to have a diagram that shows which interfaces of one
network device are connected to the interface of another network device.
Inventory: You should have an inventory of all network equipment, vendor lists,
product numbers, software versions, software license information and each network
device should have an organization tag assess number.
IP Addresses: You should have a diagram that covers all the IP addresses in use on
the network and on which interfaces they are configured.
Configuration management: Before changing a configuration we should save the
current running-configuration so it’s easy to restore to a previous (working) version.
It’s even better to keep an archive of older configurations for future use.
Design documents: Documents that were created during the original design of the
network should be kept so you can always check why certain design decisions were
made.

It’s also a good idea to work with step-by-step guidelines for troubleshooting or using
templates for certain configurations that all network engineers agree on to use, here are
some examples to give you an idea:
interface FastEthernet0/1
description AccessPoint
switchport access vlan 2
switchport mode access
spanning-tree portfast
Here’s an example for access interfaces connected to wireless access points. Portfast has to
be enabled for spanning-tree, the access points have to be in VLAN 2 and the switchport
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